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THIS 1S UNEVALUATED INFORMATION

2.

The provision of wire and radlc commnifcations for the Mini. y of the Merchant
Fleet (AF), is the Tesponsibility of the Central Directorate for Commnicaticns
and Electro-Radio-Navigatior Equipment (Tsentral'nyy Upravleniye Svyazi 1 Elektro-
Radio-Navigatsii), MMF, Thie directorate does not supply the only channel of
commnications for the MF, however, as the facilities of the Ministry of Comwini-
cations {Minsvyaz!) are also used by the MMF, The facilities of Minsvyaz' ave
used to a considerably lesser extent than those of the Central Directorate,

The basic responsibilities of the Central Directorate for Commiricetions include
the following:

(a) Maintaining all telephone and radio commnications within the MIF, Formerly
the non-tuneable receivers and speakers which are placed throughout the
Merchant Fleet for the amusemert and enlightenment of the ilisteners were under
the control of this Directorate., These devices have now been placed under the
Jurisdiction of the Winistry of Comminications (Minsvyasz!),

{b) Assigning shipboard and shore commnications equipment to Merchant Fleet
: activities. :

(e) Organizing iraining programs for Mrchait Fleet commnicetions specislists
and assigning these specialists to MAF activities upon completion of their
tra

{3} Prepating and fsguing equinmant handhooks and training pemphlets for commmi-
cations ‘mersennal. This item ineludes ingtruetions relative to the operdtion-

al phases of code and cipher work,

{e) Maintsining all elestro-radic-navigation equirment, This includes radio,
gyrocompasses and direction finding equipment,

(f) Developing improved methods of equipment cperation and exploitation.
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3. There are certain basic principles and rules controlling the transmiss‘on of infor-
'- i " mation within the MMF, .Special precedence indicators are esteblished for traffic sent
' “ 7 7 by ordinary meil and that sent by radlo and wire sommunications channels. The fol-
lowing precedence indicators control the speed with which traffis is handled:

(a) Ordinary mail

(1) If there 1s mo urgency attached to a letter it is sent in a routine BELH
without any precedence indieator.

{(2) 1If there 1s urgency cormeated with delivery of a letter it is mArked "urgeat”

{Sroehno} .
3) If the delivery of & letier 15 very important it iz merked "very urgent”

(ves'me srochnays, v-sroonnaya).

(b) Rediograms

(1} There is no precedence indicator marked on messages which have no urgency
attached to their delivery,

{z) 1If there is urgency asscaiated with the delivery of the messege 1% is marked
"1ightning" (molniya).

(3) The message 1s marked "dellver jmmediately” (vruchit! nemedlemno) if it is
sti1l more urgently in need of delivery.

(4) Messages demanding the greatest speed of delivery are marked "deliver impedi-
ately to the person of ihe addregsee” (vruohit' nemedlenno po mestu nakhoszh-
deniya). This means that the message 45 to be delivered to the addresses in
person, even though he is not in his office, It would be necessary for the

' commnications office tc determine the whereabouts of the addressee and hand

him the message.

(¢) Telegrams

The telsgrams sent by the Ministry of Comrmnications are marked "governmental”
(prav:ltel'atvemm). This precedence indicator is limited %o wires sent by the
telegraph services of the Ministry cf Commnications,

(d4) Telephone grams
The same precedence indicators are uged for telechone grams as are marked on ordin-
ary mail,

4e Messages sent out by voice over telephone 1ines congtitute the largest centage of the
total number of messeges transmitted both in the WMF and the entire Soviet Unicem, The
wire o aquipment used by the WF for this type of transmission is of US con~
stauction, \thsy are higher

than the frequencies of normel telephon¢ conversations,

There is also a very high frequency radio telsphone system in use between Fourteen Foot
Roadsteads and Astrakhar which is also of US construciion, This entire sel (receiver,

transmitter and handpisce) would weigh about 40 kiiograms, The set hag a range of about
100 to 150 kilometers.
25X1

5. In the beginning of 1949 the government took steps to 1imit the usage of radic commmni-
cations and further cuts are constantly being mede, Great efforts are being undertaken
to extend the usage of telephone grems and ordinary meil in order to surtail the volume
of radio commnieations, In furtherance of this, a limliation of 200 words has been

* placed on the length of radiograms, The officiti reason given for the deocline in em-
phasis of radic commnication was the desire torslitve the work load of the already

overburdened radio stations, The reason acceptéd at Reydtanker headquarters, however
was toe ovvious simpiiciiy of readink a messaxs SIally STeX ihs telephcne g Lpposed o
transmitiing & message in mowes Sods by redle, S ' o

25X1

6.
25X1

e Only the people who have been aasigned one of the special ocmmwications titles, such as
head of s hip agenoy planning department - CHPM are allowed to send radiograms., If
& parscon does not possess such a title ha mst then get the aprrcval of ome of the titled
officials in order to have the message transumitted.

8. As a mule the person sending the massage is responsible for assigning the proper
- wm a message, If this responsibility is abused the violator will be ad;lgmished

SecRE, e . 25%1
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If a message is supposed to be sert in cipher and the sender gives it to the secretariat
of the ageney for transmission in plain text, a violation of security hz: oceurred., The
chief of the secret department (sekretniy ctdel) may either report the incident or returm
the message to the originator for proper handling. .If_the matter is reported officially
the offender probably will be brought to trial. This iIs & mailer which 1s witnln the dis-
eretion of the head of the seecret depariment, and if he is friendly with the heads of the
other sections the incident will probabliy not be reported.

2. In June 1947, a detree of the Presidium of the Ceuncil of Ministers was handed down rela-

tive to the transmission of operaticnal informatiom pertaining to ministerial activities.
Pricr to this decrse all such information had been sSent openly in plain text traffic.

FyrapRele ChaS

By this decree certain types of information became classitied and thenceforin had to be
enccded.,

(a) Figures revealing the volume and scope of ministerial operations.

(b) Dispesiticn and deployment cf Scvlet fleets.

(e} +a on the mmbers and types of werkers

(d) Data relative tc the technical condition of equirment. 3

(¢) Information relative to accldents or catastrophes which might be uzed as anti-Soviet
propaganda. (Revdtanker usually had a couple of lundred accidents anmally, two
or three of whish would result in fatalities.)

(f) Breaxdowns or failures of equipment.

10. It became commcn practice ror nearly all cfficials of the MAF to try to avoid baving mes-
sages encoded, The reason was that there were mumerous reguletions to be followed and the
people were reluctant tc become invclved in the established precedures. Most officlals
used covert means tc send classified material by plain text chammels in spite of the

above decree,*

For example if an official in Moscow reguested a report from Reydtanker with regerd to per-
sormel status of the stesmship agency it was classifled information per se, The Moscow
official probably had recelved, however, many such reports in the past from the agency

! ard he simply wculd request the cfficzial ic supply the information which was ususlly
forthcoming at the particular time invclved. Ususlly there were standard forms which were
followed by the reporting agenecy for differen types of information, such as wages and
payrolls, mumbers of workers and techulcians, and hours worked., The head of the labor and
wages department would simply take the blank form used in the desired report and fill in
the necessary data to complete the form, He would then take the figures from the report
fcrm and either letter or mumber them in sequence and gend these figures out in plain
text without further identificaticn of the text, The figuras by themselves would mean
mthing to anyone reading tle message and certalnly mot to the head of the secret depart-
ment, When the Moscow official received the message he would enter the data shown in the
message on & duplicate of the originatorts persomuel form and thexcby have all uof the
informaticn which he had requested, This wes very common practice in itransmitting opera-
tional informaticn by radic and wire commmications,

11, A sample radio mescage blank has been repcrduced belcw, The letters In parentheses have
been supplied for ease in the deseription of the form,

_ HadioGram
(Radiogramn)
() Transmittedecececcsssesscosccrsss (¢} Precedence
(b) Receivedl..l"o'.....‘....l'l.... (A E X R R AR EEEERNNNNERNR N NN R NN NN ]
{d) From {cit¥Jeeeesc.(e)Ser No ce o (LJGTOUDS 00 s (giTATE, . Time,,,
(h) Addressee
City or place
Title
Name of person
(1) Text of message h

k) Originatorfs-title
1) Originatorts Name

(a) This is the date and time that the radio operetor commenced gending the message,

() Tiis is the date and time that the receiving f‘opera.tor acknowledged receipt of the
message . ’

g,ﬂ Originator's serial muster.....
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(¢} The precedence assi_.gned to the message by the originator is marked ir this space,

(4) Tais is the place from which the message is sent.

Al a mdbad

{e} This is the serial mumber assigned to the message by the origlmating radic staticn.
Tnis pumber i3 assigned consecutively o ell messages transmitted fme ths station
and the first message sent out in the calendar yearis #1, The message mumbers are
terminated at the end of each year and a new series commenced on Jamuary lst.

{f) This shows the number of words in the text of the message.

(g) The message date and time assfgned by the transmitting station is placed in this
blank,

(b) The place, title and name of the addressee is written in this space.
(1) This space is for the text of the message.

(§) At the end of the text the serial number assigned to the message by the criginating
agency is written. .The secretariat for the originating agency dssigns mumbers to all
outgoing messages and records these numbers with the names of the origirnating offi-
cialg, It is this serial mumber that is referred to in replies by the addressees.

{x) Thig ig the title of the originating sfficial. The titles in both (k) and (h) ere

(-9 PR A sLLa2

generally the short form titles which bave been assigned to the officlals of the WMF,

(1) This is tke name of the originating official,

These message blanks were written out by hand in Reydianker as there were only fifteen
typewriters for the entire steamship agency. My writing was fairly good, but some of the
officials took delight ir writing pcorly Just to bedevil the roor radio operators.

Reydtanker operates a radio station which services all MF activities in Astrskhan, Among
the activities so served are:

(a) Astrakhapn Maritime Dry Cargo Port (Astrakhanskiy Morskly Sukhogruzniy Port). (This
was formerly the Astrakhan Dry Carge Maritime Agenocy - Astrakhanskoe Sukhogruznne
Morsikoe Agentsvo-Kaspflot)

(b) HRoadsteads Technisal Fleet (ReydTexwFlot)

{e) Maritime Registry (Merskoy Registr)

(2) Ship Repair Yard i/n Xarl Marks

(e) Ship Yard (Sudo Verf'), Merchant Fleet

() Basin Committee cf the Seaman's Trade Unlon (BEROF)

(g) Basin Judge Advooate (BPROK)

{h) 8th Detactment of the Militarised Guard (Vos'moy Otryad Vokhr).

(1) Caspian Inspestorate of Port Fasilities (Xaspiyalays Inspektaiys Fortovoge Nadsora)

The Soviet Nevy might uso the local commnicstion facilities of the IMF vhen omtinz
sotual operations with Reydtanker, but not otherwige, Such operaticrs in the past

cocurred when Reydtankasr was muod in pllot Ntw veagels through the Veolga Delta,

Under ™ vonditioma would the ML atationa Navy traffic witk a distamt elty wach

a8 Mescow o (dessa,

Reydtanksy operates four redio astations whioh are losated at the {ollowing places:

gy

an a5 - on the Island of Zaymghly iz tha seitismmnt of skses I Wi Shap TRl
yard 10th Amiverury of the Octcm luvolution. Theze ave four m:d-n«{ ‘reium
L-Lm ...... mvna Pom A adbme

- B e ada
&v thia siabticnj cae {oF ohe for Aswrekhan~ships, ons fov Astosihen

ard one for Astrelhen-Curév, Salo U‘m, 11. Foot Roadateads,
80io Olys ~ This village is on the Volga Del*a &nd has one send~receive station,

14 Foot teads ~ This station oomsiate of two ssnd-peceive positions aboard the float-
ing deok d-mma-) DXHBASS, ’

~ There is cne sendereceive position losated on the lsland of Pesimoy and
there waa %0 be & second send-receive positiom added to thia station, E

1#io aohodul:a were !‘ouandt w&:m radio aatton of anydm. mauon
tion handled llrlt anount o tralfio lMlhn
totiviﬁea thruughout Soviet Union cperate on Moscow timé, Thus m lew
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belcew are in terms of Moscow time.
Astrakhan-iipgcow and return,
CO02=~0100

1200-~1300

" onn b ¥a'alel
LOUvUSsTLTLY

Astrakhan~Baku and return

00CN==0100 1200~=1300
04000500 1600-=17C0
0800-~0900 200Q=-2100

Constant commnications are maintained among the radlo stations of Reydtanker, The
staticns lecated at Astrakhan, Selo Olya and Fourteen Foot Roadsteads also have sommini-
cation with the radio stations of the Caspian Oil Tanker Steamship Agency (Kasptanker)
which are losated at Krasnovedsk, Makhachkala and Baku, Whenaver one of the stations has
traffic for a station of the cther agency the former station comas up on the frequsncies
of the latier, There is a list of the frequensies utillzed by all redio stations of the
MT in the Casplan Sea area, This 1ist is pcsted in eaoh MF radic station to fagilitate
inter-port communications, Ncmu{, howevar, only the 1) Food Roedstead and Astrakhan
radlo stations would have contast with the statiens of Kasptanksr,

the follow eriods of broadeasting by redic were vbserved by ships 25%1
of Re T an the same times alsoc applled to the ships of Kasptanker. 25X1

PSR o ST ——

0200==0600 1400«180C
0800==1200 2000=2400

15, The Volga Cil Tanker Steamship Agenay (Velgatanker), Ministry of the River Fleet (MinRech-
Flot), also had a radio statior whinh operated independently of the Reydtanker radio sta-
tion, The Volgatanker statiocn was loestzd in Astrakhan and {tg ad 8 =Peg=

25X1

ochanaya Kosa, \
i

16, Tre Ministry of Communieations (MinSvyaz!) oparates a telegranh station in Asivekhan S
which 1= in constant opera*Zon and has no scheduled . The station troad- 25X1

casts on 339 meters,

i 17, Kasptanker cpsrates radlc stations at Balu, Makhashimla and Krasnovolsk whish are ir
songtant commelcaticrn with 2ach other, Tha 3aku statlon bdrosdeasts tc Mpscew during
the fellnwing perdedsi

200C~0190
12001300
1800-1900

18, Radio traffic whish 13 criginated In the Cazpian Ses ares ard addressed to elther the
Far Eaat or Odessa areas must be relayed through Mpascow, It 1a rot & question of Insuffie
elent e> of the trammitting statlons, but simply hecause thers have been no sahedules
establ sl;edﬂ{m- dirsct cormnif n e:téoms be%ween the Cagplan Area and the Fay East and Clessa
aregs, In the case o f£ig being sent fro . th
zw%i.ng 1s through Btﬁut{g Moscow and + .emeugfo 5‘33&’? l&ﬁv&‘b&fﬁ'ﬁf’a‘yﬁ?t%ﬁﬁcu«f
through Astraxhan to Meseov and +threnec o Odessa, :

19. A radiegran fyom Astrakhan to Mosaem 1s generally dellvered in lass thaa twenty-four
hours, If a »adiogram 15 sent under the presedence of "lightning" (molmiya) en the 1200
;z?adoaat from Astbr:mm t:hm:,eocw }:iwi_u be deliyered to the ndd:nsaeei t same day,

elegraph service batween the sawe eltles usually takes two days while mall generally re=
quires I'ive to severn days for delivery, v 7 g o

29, Shore stations and large 10,000.ton tankers in
These standeby sets ave kv readinmsg

c. 88 MRS 34

culties ensountered In tg\:; te ug’%"em"i d':'}-?Q e = Yo avold the"mﬁ-'
- -~ a “am‘:sm ae - VA .‘{___‘.‘l - A% alh am® _;x.... -

radio stations maintain aeparate sourses o? power i'or :c?nm;i; :‘nf‘ggx;n;‘;a;i:?mtm,

2. Claseified traffis iz sent to the searst denartment (selre otdel) where it 1s enaipheved
‘and them tranam’tted b{o:ha radie staiion, Telegr%g:x line:nge ) 11w not utilind’?::-
this ¢t of transmission, In an emgoded mess names of addreasees and ori tors !
ary not enooded nor ave the short form titles whbich are used in cooymnications, If lomg !
form t1t1es are used in the heading they mat he encoded, J

Cae

AURNT?

the fan Ses have emergenty radio stations

7

25X1
ZOAL

The Minitry of the Merchant Flest does not possess any oipher mashines in Awtrwdhan,| | 25X1
sush machines ave ve 1ad. . B : ; “on8d

_— oruuedey‘gpensz.' am The M3 in Astreldwn 1s |

w . i v ' 25%1

enrrx

i
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over-La] or intermingling of duties between radio and telegraph 25%1
: ) 2. ‘ operators. Generalf‘.y the tggig‘;oups of perscmmel have slighily different qualific?tigne. !
| The radie operstor is better paid; approximately 20% higher wages, and is gernerally o :
greator ability than the telegraph aperator.’ A radlo operator would have little trouble i
in becoming s Selegreph operator, but the reverse would not necessarily be true.

|

T O T ———— ]
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